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Background

* 20+ yearsin IT & Communication Industries

Designed and implemented a wide array of networks all of the world

Introduced to the MikroTik product line in 2008

Areas of Focus:
* Wireless services integration
* ISP Solutions

747 Certifications
Yiiis « Certified -MTCNA, MTCRE, MTCTCE, MTCWE
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Objectives

* Provide answers to the most commonly asked questions about using the
MikroTik firewall

 Tips & Tricks that are best practice for all firewalling scenarios

* How can | implement Whitelists/ Blacklists?

* How do I block one host from another? How about one subnet from another?
* How do | block a host by their MAC address?

* How do | block Facebook & other websites?

* What is the Layer 7 section & does it do anything?
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Objectives

* Tips & Tricks to Make the Firewall More Useful
* Blocking countries by IP address
* Useful ports to be aware of
* Open DNS
* Logging the Firewall

Consulting MikroTik Training Network Monitoring Design &Engineering Quality of Service Firewalls




What will not be covered

* IPv6 Firewalling
* Security topics involving routing

* Common security items such as password management, operating
practices, ect.

* In-depth discussion of other useful security topics such as the
hotspot, Traffic Flow, DNS, ect.
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Brief Explanation of Firewalls

* A firewall is a structure used to contain a fire.

* Starting in or about 1988 the term has also described the process of
allowing or blocking network traffic

* Generally speaking there are 3 generations of firewalls. (Some
manufactures claim more)
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First Generation

» “Stateless” Packet Filters

* Operates mostly on:
* Layer 1 (Physical)
* Layer 2 (Data Link)
* Layer 3 (Network)

* Most commonly associated with blocking protocols and ports
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Second Generation

» “Statefull” Packet Filters

* Operates mostly on:
* Layer 3 (Network)
* Layer 4 (Transport)

* Most commonly associated with the addition of connection states (i.e. New,
Related, Established, & Invalid)
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Third Generation

 Application Layer Packet Filters
* Operates mostly on:
* Layer 7(Application)

* 3" Gen Firewall can “understand” how protocols are supposed to behave by
watching packet streams

Consulting MikroTik Training Network Monitoring Design &Engineering Quality of Service Firewalls




Fourth Generation

* Also referred to as "Next Generation” or NGFW is an improvement on
application layer filters.

* Most "Next Gen” features are currently beyond the scope of how we
would realistically use RouterOS, but it is possible...
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Firewalling Basics With RouterOS

* All rules are processed in sequential order

0.1 {Gateway Router) - WinBox 6.2 on RB95° -n {mipsbe)

Firewall

I Inter...
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Firewalling Basics With RouterOS

(Gateway Router) - WinBox v6.2 on RB951-2n {mipsbe)

* The Connections tab allows you
to view real time connections

Connection Tracking

 Connection Tracking should be
enabled to use all of the firewall
features

P Timen

Generic Timeou
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Firewalling Basics Wl’rh Ronter0S

MHew Firewall Bule =1 E3

* Most of the rules we’ll discuss
will be located in the Filter
Rules tab

Qut. Interface:

* Four Types of Chains
* Input

* Forward

¢ Output
* User Defined




Best Practice Firewalling Tips & Tricks

* Keep all related firewall rules grouped together

* Add comments to every single rule

* Use user defined chains & ghosted “accept” rules to organize
* Always make sure you have a way into your firewall
* Test all rules before you start dropping traffic

* Use "Safe Mode"” every time!
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Firewalling Basics With RouterQOS

@172.16.250.1 {G .= |
Safe Mode bemons 8.2 MiB CPU1% [ Hide Passwords B (5]

Aw Cuick Set Fire. +all
= Interfaces Fiter Rules | AT Mangle ) Eortz  Connections  Address Lists Laper? Pratocolz

G wireless EIEI Izl o0 Reset COW 00 Reset All Counters | |F-'-nd | |a||

i Bridge |.t'l'-.c:ti0n |Chain |Src. Address |Dst. Address |F'n:|t0... |Src:. Fart |Dst. Fort I Inter...lDut. Ink... |El_l,ltes |F'ac:kets |C0mment
PFF 3¢ driop | input Drop Invalid Connections
§ 32 drop  Fanward Cirop Inwalid Connections
= Switch «f acc... input Accept Exempt IP Addresses
tezh «F acc... Fanward Accept Exempt IP Addresses
P 3% drop  input Dirop arwone in the Black List [k anually Added)
' MPLS

k=2

3¢ drop  fonward Dirop arwone in the Black List [k anually Added)
3% drop  input Cirop anyone in the Black List [SSH)
32 drop  Farward Cirop anyone in the Black List [SSH)
32 drop  input Drop arpone in the Black List [Telnet)
2% drop fonmard Dirap anyone in the Black List [T elnet]
3 drop  input Dirop anwone in the Black List finbox)
3% drop  fanward Cirop anyone in the Black List fwinbox)
Files 32 drop | input Cirop arpone in the Port Scanner List
32 drop | Fanward Dirrop anyone in the Port Scanner List
3% drop | input Drop anyone in the Port Scanner List
Radius 32 drop | Fanmard Dirop arwone in the Fort Scanner List
32 drop | fonward Cirop arwone in the Elack Lizt [High Connectionsz]
32 drop | input Cirop all Bogons
Mew Terminal 32 drop | Fanward Cirop all Bogons
MetaROUTER 3% drop | forweard Drop all 2P
- wF acc... | output Section Break
Fartition = jump | input 1053.3 KiB Jumnp to BWF SSH Chain
| Make Supout. rif = add... AWF S5H Chain B [tcp) EOB Transfer repeated atternpts from 55H Stage 3 to Black-List
= add... RF S5H Chain B [tcp] 120 B Add succesive attempts to S5H Stage 3
= add... RF S5H Chain E [top] 120 B Add succeszive attempts to SSH Stage 2
= add... RwF S55H Chain E [tcp] 240 B Add intial atternpt to S5H Stage 1 List
2 log RwF S5H Chain GO B Log Black Listed IP=
4= return | BWF SS5H Chain 1053.3 KiB Feturn From RWwWF S5H Chain
«f acc... | output OB Section Break
&2 jump | input 10532.2 KiB Jurmp to BWF Telnet Chain
= add... RWF Telnet Chain E [tep] Transfer repeated attermpts from Telnet Stage 2 to Black-List
=t add... RwWF Telnet Chain E [tcp] Add succeszive attempts to Telnet Stage 3
= add... R'wWF Telnet Chain G [tcp] Add succesive attempts to Telnet Stage 2
= add... R'wF Telnet Chain B [tcp] add Intial attermpt to Telnet Stage 1
4 log RwF Telhet Chain Log Black Listed IP=

@ return | BWE Telnet Chai 10532 KiB Returk From RWwWE Telnet Chain
«F acc... | output oe Section Brealk.
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Firewalling Basics With RouterOS
Navigating the Firewall

*Filter rules are the heart of the firewall

*Mangle rules are usually used for routing and QoS, but they can be used to identify traffic that a filter rule can
then process

*Service ports are "NAT helpers” and rarely need to be modified or disabled

*Address Lists are your best friend when building firewalls

Layer 7 rules will be discussed in more detail

82MEB CPU: 12
Firewvaall
Fiker Rules | MAT | Mangle Service Ports
|| B QL } Al Count

rz. Port Dzt Port Ih. Inter.. [Dut. Ikt |Betes

. f ]
3¢ drop | input oe 0D = in th (M arnally Added)




Input & Forward Chains

Typically we are only interested in protecting the router (input chain)
and...

Protecting the LAN (forward chain)

The output chain presents excellent security features for advanced
firewalling topics such as manipulating packet headers before
reaching the Internet.
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Protecting the Router

* In this section we will describe some of the most common ways to
protect the router

* This is not an all inclusive list, but rather answers and examples to
questions that come up the most from customers
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What Needs To Be protected?

* RouterOS has a total of 8 software ports. Start by disabling unused
ports

* Use the "Available from” feature when possible
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Whitelists/ Blacklists

HNOR CONS

* Simple but very effective (used * Can be very cumbersome on
by all firewall products) the WAN side

* Very useful on the LAN side » Should not be used to “identify

* In simple environments, this all bad guys”

Il that i | .
ey be gl R e CAl * Large list will consume lots of

* Can be used to limit access resources & decrease
from one host or subnet to throughput
another host or subnet
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Whitelists/ Blacklists

Start by creating an allowed access list on open ports

[example: ssh (port 22) and winbox (port 8291) are open]

[ip firewall filter
add chain=input dst-address=172.16.250.1 dst-port=22,8291 protocol=tcp\

src-address-list="Router Admins"

Firewsall

Filter Bules | MAT  Mangle Service Portz Connections | &ddress Lists | Laver? Protocols

e |=| || 3| J | |00 ResetCo

Auction Chain Src. Address |Dszt Addrezs |Protoo.. | Sic. Port I Inker. . | Out Int... | Butes Packets
w acc... input 172 16.250.1 B [tcpl 22 029 202.3 KiB 1 070




Consulting

Whitelists/ Blacklists

* Now we create the “"Router

Admins” list

* By having this processed 15t we help

ensure that we stay connected to

the router

* This simple rule is useful for all

MikroTik Training

firewalling scenarios

Network Monitoring

Filter Fules | MAT  Mangle | Service Ports | Comnnections  Address Lists | | ayer? P

==

Design &Engineering Quality of Service Firewalls
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Whitelists/ Blacklists

Next we create a "Drop Rule” that will drop all other traffic attempting
to reach the router

[ip firewall filter

add action=drop chain=input

B admin®@172.16.250.1 {Gateway Router) - WinBox 6.2 on RB951-2Z2n {mipsbe}
o Safe Mode
Aar Quick Set Firewsall
|| Interfaces Filter Rules | MAT | B angle Service Portz Connectionz | Address = Layer? Protocols

w Il Counters

Achion Chain Src. Address |Dst Address | Proto... | Src. Port Crzt. FPort In. Inter... | Out. Int... |Bytes Facket= Cornrnent
«F acc... input 17216.2501 B [tcp]

3 drop  input




Whitelists/ Blacklists

* The end result is that only 2 ports are open, port 22 and port 8291
* Those ports are only accessible from the LAN network

* We can restrict access further by reducing the size of the subnet that
we used in the address list

* We could still have remote WAN access by using a VPN
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Safe Mode

Interfaces
whireless

BEridge

PR

Switch

tesh
IP

MPLS
Routing
Syszten

Quesues

Files

Log

R adius

Tools

Mew Terminal
rMetaROUTER
F ake Supout.rif

kA arnual

E =it

Consulting

_lo] x|

Uptime:|6d 03:43:19 Hide Fazzword: [l B

Sepd1352013 20:16:50
Seps1345201 32 20:16:52
Seps1342013 20:16:55
Sep/1352013 20:16:57
Sep 13420132 20:17:00
Sep /1342013 20:17:032
Seps13452013 20:17:06
Sep /1342013 20:17:08
Sep /1342013 20:17:10
Sep/13520013 20:17:13
Sep /134200132 20:17:15
Sep /13452013 20:17:18
Sep/13520013 20:17:20
Sep /1342003 20:17:23
Sep /1342013 20:17:25
Sep/13520013 20:17:27
Sep /134200132 20:17:30
Sep /1342013 20:17:32
Sep/134520013 20:17:35
Sep /1342003 20:17:37
Sep /1342013 20:17:40
Sep/13/520013 20:17:42
Sep /13420032 20:17:45
Sep /1342013 20:17:47
Sep/134520013 20:17:49
Sep /1342003 20:17:52
Sep /1342013 20:17:54
Sep/134520013 20:17:57
Sep /134200132 20:17:59
Sep 13720103 20:18:02
Seps/1342013 20:18:04
Sep /13420132 20:18:08
Seps1342013 20:12:09
Seps1342003 20:18:11
Sep /13200323 20:13:14
Sep/1372013 20:18:06
Sep/134520013 20:18:19
Sep /13420703 20:18:21
Sep /1372003 201824

awzterm eror critical
zpztenn errar critical
spztemn eror critical
awzterm eror critical
zpztenn errar critical
spztemn eror critical
spztern error critical
zpztenn errar critical
spztemn eror critical
spztern error critical
zpztern error critical
spztemn eror critical
spztern error critical
zpztern error critical
spztemn eror critical
spztern error critical
zpztern error critical
spztemn eror critical
szt eror critical
zpztern error critical
spztemn eror critical
szt eror critical
zpztern error critical
spztemn eror critical
szt eror critical
zpztern error critical
spztemn eror critical
szt eror critical
zpztern error critical
szt error critical
szt eror critical
zpztern error critical
szt error critical
epztern error critical
zpztern error critical
szt error critical
epztern error critical
zpztern error critical
szt error critical

login Failure for wuser kest from 218.1028.0.31 wia ssh

login Failure Far wuszer kest from 218.102.0.91 wia 2zh

login Failure for wuser kest from 218.1028.0.91 wia ssh

login Failure for wuser root from 218.708.0.97 wia ssh

login Failure Far wuzer root fror 218.7028.0.97 wia zzh

login Failure for uzer backup from 218,102,097 wia =sh
login Failure for user admin from 218.108.0.97 wvia szh
login Failure Far uzer admin from 218.108.0.97 wia ==k
login Failure for user webmaster from 218.108.0.91 via =sh
login Failure for uzer webmaster from 218.108.0.91 via =sh
login Failure Far user root from 218.7028.0.97 wia zzh

login Failure for user zale from 218.108.0.97 wia ==h

login Failure for uzer zales from 218.108.0.97 via =sh
login Failure Far user root from 218.7028.0.97 wia zzh

login Failure for user root from 218.708.0.97 wia ssh

login Failure for user kest from 218.1028.0.91 wia szh

login Failure Far uzer uzername from 218, 108.0.97 wia z=h
login Failure for user uzer from 218.102.0.91 wia =zh

login Failure for uzer root from 218.708.0.97 wia zzh

login Failure Far uszer uzer from 218.102.0.91 wia z=h

login Failure for wuser kest from 218.1028.0.91 wia ssh

login Failure for user admin from 218.108.0.97 wvia =zh
login Failure Far uzer uzername from 218.108.0.91 wia z=h
login Failure for wuser frpuszer from 218.108.0.97 wia szh
login Failure for wuser frpuzer from 218.108.0.97 wia zzh
login Failure Far uzer cws from 218.102.0.91 wia z=h

login Failure for user root from 218.708.0.97 wia ssh

login Failure for uzer root from 218.708.0.97 wia zzh

login Failure Far user root from 218.1028.0.97 wia zzh

login Failure for wuser root from 218.702.0.97 wia ssh

login Failure for user kest from 218.1028.0.91 wia zzh

login Failure Far user besting from 218.102.0.91 wia z=h
login Failure for wuser root from 218.702.0.97 wia ssh

login Failure for wuzer root from 218.7028.0.97 wia zzh

login Failure Far uzer inwvitado from 212.108.0.91 via =sh
login Failure for wuser root from 218.702.0.97 wia ssh

login Failure for wuzer root from 218.7028.0.97 wia zzh

login failure far uzer backup from 2138.102.0.91 wia ==h
login Failure for user kobayashi from 218,108,091 via =sh
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Handling Brute Force Attacks

* Single most visible attack

* Brute Force Attacks are almost always scripted attacks which try
multiple username / password combinations

* May results in thousands of login attempts in a very short period of
time

* Biggest problem is their frequency and the interruption to service
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Handling Brute Force Attacks

Best Practices
e 15t Choice — Do not allow WAN access to the router at all

* 2"d Choice — Dynamically null route the offending host in the
upstream BGP router (beyond the scope of this presentation)

* 3'4Choice — Dynamically identify login attempts and block access to
hosts at the router
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Handling Brute Force Attacks

Several good scripts available on the wiki. You can check out ours at:

www.rickfreyconsulting.com/downloads

Notes on Brute Force Scripts
* Applying the script to the web ports can be very challenging.

* This script uses multiple "Blacklists” to more readily understand why
an address was added
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Block Access via Connection States

This method of filtering is one of the best and easiest to use if its
properly implemented. Don't forget to test and use safe mode!

Improper use will cause painful headaches!

Basic concept is that when we intentionally generate the connection to

the Internet, that connection is safe. Any traffic we did not initiate
must be bad and its dropped.

Will require some “fine tuning” depending on use.
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RGADNT ETHERNET FAST ETrERNET
—._1
2 3D 4. 9

L_.I.__..L_.L__.LJ L_.L_.L_JL_‘L_J

T % (& 7 8 9170 cne £ ETMOD

192.168.1.1 172.16.1.1

192.16811.0/24 172.16.1.0/24
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How to Block Hosts/ Subnets

[ip firewall filter
add action=drop chain=forward dst-address=172.16.1.0/24 src-address=\

192.168.1.0/24

add action=drop chain=input dst-address=172.16.1.0/24 src-address=\
192.168.1.0/24

add action=drop chain=input dst-address=192.168.1.0/24 src-address=\
172.16.1.0/24

* 15t Rule blocks the hosts talking to the hosts

, * 2" & 3 prevent the hosts from communicating on the opposite gateway addresses
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Internet

192.168.1.0/24 172.16.1.0/24
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How to Block Host by MAC

® admin@172.16.1.1 {Gateway Router) - WinBox v6.2 on RB951-2n (mipsbe)

Safe Mode

Cluick Set

.nté

“wlireless
Eridge
FFPP
Switch

o Mezh
225 |P

é

FMPLS
Fiouting

» Spstem

Queues

|| Files

Log
R adiuz

. Tools

Mews Terminal

MetaROUTER

= Partition

@

Make Supout.rif

M anual

General | Adwanced Extra | Action

Chairn:
Src. Address:
D=t Address:

Frotocal:

F2P:
I Interface:

Out. Interface:

Packet b ark:
Connection kark:
Fouting k ark:

Routing T able:

Connection Type:

Connection State:

forward

Statisti

| adwvanced | Extra Action  Statistics

Src. Address Lisk:
D=t Address Lisk

Layer? Protocaol:

Content:

Per Connection Classifier:

Srz. MAC Address:

Out. Bridge Paort:

In. Bridge Faort:

Ingress Prioriby:
Pricrity:
DSCPR (TOS):

Packet Size:

R andorm:

— TCP Flags
»— |[CHF Optiohs

IPwd Options:

TTL:

00:A0:D7:49:1E:17F

)

0 5
General »  Action | Statistics

Action: |[slf=]s]

903-245-1557

temone: 7.1 MIB CPU|1

==
Hide Faszswords [ [

Apply

Feset All Cou




How to Block Host by MAC

* This rule does not block 1200% of the traffic

* Traffic from this MAC to other hosts and out to the WAN should be
blocked

* Traffic to the hosts gateway will not be blocked

* Take the additional step of blocking the IP address.

* Additional steps may be required
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How to Block Host by MAC

[ip firewall filter
add action=drop chain=forward src-mac-address=00:A0:D1:49:1E:17
add action=drop chain=forward src-address=192.168.1.254

add action=drop chain=input src-address=192.168.1.254
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Challenges with Port Scanners

* Dynamically looking for and blocking port scanners will result in good traffic being
blocked at in-opprotune times.

* More and more programs use “discovery” methods to "make things simpler”

 Considering logging port scanners instead of blocking the traffic.

 This will allow you to correlate that with other information such as High Connection Rates to
determine when a LAN facing host is having problems.

* If traffic is already being safequarded on the WAN side, port scanner detection
offers very little useful information
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Challenges with Connection Limiting

 Connection limiting will usually lead to TROUBLE! However, logging this
information can be very useful for both the WAN & LAN sides of the router.

 Even brand new computers come loaded with junk.
» All of it wants to get out to the Internet.

* A new PC may initiate more than 100 connections every time its turned
on

* When connection limiting is used, the first X number of connections make it
out and the others are blocked. The problem is most of those connections
go out port 8o and allowing only "Good Connections” just isn't reasonable.

J * Consider other forms of QoS to actually limit the traffic
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How do we block websites?

Websites can be blocked by IP address using Address List, but if we
want to block the site by the URL we will need to use the Web Proxy

Step 1 —Turn on the Web Proxy
Step 2 — Create Web Proxy Access List Rules
Step 3 —Create a NAT redirect rule

Step 4 - Test
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Blocking Websites

1172.16.1.1 {Gateway Router) - WinBox 6.2 on RE951-2n {mipsbe) . = ﬂ
KT || Safe Mode Femaom: 8.2 MIB CPL:12 Hide Passwords:

A Cluick Set
i Interfaces
3 wireless
& Bridge
=% PPP
== Switch
= Meszh
IP
MPLS
Routing
22 Supstem
B Qusues
L | File=
Log
L Radius
Tools
Mew Terminal
=4 MetaROUTER

Fartition

General | Status | Lookups
Sro. Address:
Fart:

Farent Pros:

Farent Proxy Pork:

Cache Administrator:
Max. Cache Size:
t ax Cache Object Size:

tax. Client Connections:
b ax. Server Cohnections:

b ax Fresh Time:

Cache Hit DSCP [TOS):

Cache Drive:

running

Inserts Refres

Ok

v :Enabled

conzulting@iparchitechs. com
unlirnited

2048
Cache On Disk

00

EO0
2d 00:00:00

Serialize Connections

Alwaps From Cache

4

spztem

Cancel
Apply
Clear Cache
Feset HTRL
ACCESE
Cache
Drirect
Connections

Cache Contents

[ concel |
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eBlocking Websites i

Safe Mode temone:| 8.2 MIB CPL:| 3% Hide Passwords [

Aa Cluick Set

| Interfaces General | Statuz  Lookups  Ihserts  Refreshes

1 wiireless
S2 Bridge Cancel
=5 PPP
== Switch
o Mezh
SN
FMPLS

Fouting

e || == « || 3 (il o 00 Reset Counters 00 Rezet All Counters Apply

H Src. Address st Address Crst. Port Crst. Host Fath k ethiod Achtion |Redirect TaolHits

o L= vy goagle. deny Clear Cache

Reset HTRL
Acocess

Cache

P
AR q

IIIIIII III O
X

System Diirect

Hueues f Connections
Fil=z Cache Contents
Log

L Radius

Toolz
Sro. Address:

B Mew Terminal
MetaROUTER
: Partition Dst. Part: Always From Cache

D=t Address: Cancel

| L Make Supoutrif Local Port: Disable DSCF (TOS): [4

&P tdanual Drst. Hosk: vy, google. com

@ E =it Path: Cache Drive: |=spstem

t ethiod:

Actian:
ezet Counters

Redirect Ta:

| Reset &ll Counters |

Hiks:

enabled
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Websites

© — 15 x|

LRl ] Safe Mode tMemary:| 8.2 MiB CPLU:| 0% Hide Pazszword: B

AS Dluick Set " . = g =B

General | Advanced Ewxtra  Action | Statistics General | Adwvanced Estra  Action

3 wireless

4

Chairn: |dstnat Action: | redirect Cancel

& Bridge
=5 FPP
=22 Switch Drst. Address:
“a Mesh
ECEi | o

7 MPLS
<. Routing Crst. Port:

Src. Address: 17216.1.0/24 To Porks: |2030

4

o
-~

Apply

Dizable
Frotocal: Comment
Src. Port: Copy

Rermowve
coy Swstem Ay, Port:

Q Queues In. Interface:
Files

Reset Counters

Feset All Counters

e e e e e v

Out. Interface:
Log
L Hadius Facket bark:
Tools Connection kark:
[ e Fouting b ark:
Routing T able:

Connection Type:

enabled enabled

2 items [1 zelected]




S afe Mode Memorn:| 8.2 MiB CPL: 0%

Firewall

Filter Bules MNAT | panagle S

I, Inter... | Out. Int... | By

wiland

- MPLS

&7 Fouting

The Redirect rule belongs above the masquerade rule

Consulting MikroTik Training Network Monitoring Design &Engineering Quality of Service Firewalls




Blocking Websites

E) ERROR: Forbidden

<« C M [ www.google.com

FRROR: Forbidden

W hile trymng te retrieve the TTEL hitp /fwwrw . google. comd”
* Access Denied

Tour cache adminstrator 1s consulbingi@iparchitechs. com.

Feneraied Sai, 14 Sep 2003 101000 GAMT by 172,700,070 (Ailkrotilc HitpProxy)
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Layer 7 matching
* Only works for ICMP, TCP, & UDP streams

* Only looks at the first 10 packets or 2kB of each connection,
whichever is smaller

* For most applications, Layer 7 rules only work properly in the forward
chain (The rules need to see incoming & outgoing traffic) or by using
both the input/ prerouting & output/ postrouting chains
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Layer 7 matching

* 106 Pre-configured L7 Patterns are available at
http://wiki.mikrotik.com/wiki/Manual:IP/Firewall/L7

* Note that they have varying levels of reliability

* Many more examples are available throughout the Wiki and the
Forums

* http://I7-filter.sourceforge.net/protocols
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BlockCountries By IP Address

How it is used

By adding the Address list to the forward chain we can prevent our
LAN hosts from access anything on those subnets at all

* Adding the list the Input chain will result in excess use of resources for
what is ultimately very little benefit

* Don't try to add all countries! Only use the ones you need. Some
countries have thousands of subnets

75 * Adding all of the approximately ¥2 million subnets will shut down
f /i most routers
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Questions?
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