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® SSTP (Secure
®* OVPN (Open Virtual Private Ne

MPLS Tunnels
®* VPLS
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(f * Will RADIUS be used?
O
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Tunnel

Authentication

Protocols

N/A
N/A
N/A

None

SHAT

SHA256

SHA512
PAP

CHAP

MSCHAP v1

MSCHAP 2

Encryption

Protocols

N/A
N/A
N/A

None

DES, 3DES, AES,

Blowfish, Twofish,

Camellia

None

MPPE 40bit

MPPE 128bit

HOW SECURE DOES THE TUNNEL
NEED TO BE?

Encryption

Level

None
None

None

None, é64bits, 128bit,

192bit, 256bit

None or

40bit or 128bit




HOW SECURE DOES THE TUNNEL
NEED TO BE?

PAP None None or

CHAP MPPE 40bit 40bit or 128bit
MSCHAP v1 MPPE 128bit

MSCHAP v2
PAP None None or

CHAP MPPE 40bit 40bit or 128bit
MSCHAP v1 MPPE 128bit

MSCHAP v2

None None None

MD5 Blowfish 128 128bit, 192bit, or

AES 128 256bit
AES 192

AES 256
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MPPE 40bit 40bit or 128bit

MSCHAP v1 MPPE 128bit or 256bit

MSCHAP v2
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> bandwidth.
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bout 2.8% loss

00 on ROS 6.34.3 using CHAP only has

5.2% loss as opposed to 21.2% under normal circumstances
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