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PPTP as Site to Site VPN
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Point to Point Tunneling Protocol
» PPTP specification was published in July 1999 as

» PPTP has not been proposed nor ratified as a standard by
the Internet Engineering Task Force.

» PPTP uses a control channel over TCP and a GRE tunnel
to encapsulate PPP packets.

A PPTP tunnel is initiated by communication to the peer
on TCP port 1723.

This TCP connection is then used to initiate and manage a
second GRE tunnel to the same peer.

PPTP uses IP protocol number 47 with non GRE standard
packets

The GRE tunnel is used to carry encapsulated PPP packets.
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http://tools.ietf.org/html/rfc2637

PPTP & MikroTik

» PPTP can be bridged using the BCP (Bridging Control
Protocol)

Bridging of PPTP tunnels only works between ROS devices
» ROS supports MLPPP over PPTP

» You must use the PPTP Firewall Service Port (NAT
Helpers) to connect to/from your private LAN

» ROS will always choose the highest security option when
multiple authentication methods are selected
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PPTP & Microsoft Windows

» PPTP was the first VPN protocol that was supported by
Microsoft Dial-up Networking

» All releases of Microsoft Windows since Windows
95 OSR2 are bundled with a PPTP client, although they
are limited to only 2 concurrent outbound connections.

» The Microsoft implementation uses single DES in the MS-
CHAP authentication protocol

» Windows Vista and later support the use of PEAP
(Protected EAP) with PPTP

» Windows Vista removed support for using the MSCHAP-
vl protocol to authenticate remote access connections.
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PPTP & Microsoft Windows

» The authentication methods that will work between
current Windows OSs and MikroTik are:

PAP (Unencrypted Passwords)
CHAP (Challenge Handshake Authentication Protocol)
MSCHAPv2 (Microsoft CHAP)

» Proxy-ARP has to be enabled on the router (LAN
interface/ never the WAN interface)
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PPTP Server Setup

ype
PPTF Server Binding

DR 4#<pptp-class>

default-encryption

Authertication: mschap? mschap1
[echap  [pap

1item out of 7
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PPTP Server Settings
» Enabled or Disabled

#/Enebled ~ [ || » Max Maximum
Max MTU: | 1450 — — o .
M MEL- 1220 e Transmission Unit
X i ‘\&

MRRU "\‘ » Max Receive Unit
Keepalive Timeout: |30 . .
Default Profile: | default-encryption * B } Ma.X Recelved
Authertication: |+ mschap? |+ mschap ReCOI‘\StI"UCted Unlt
chap pap
How long to wait before
sending packets to the

client to confirm they are
still connected
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PPTP Server Settings

» Profile to be used

FPTP Server

v Enabled
Max MTU: | 1450

/> Authentication Method

Max MRL: | 1450

MRRU: |

Keepalive Timeout: |3'|] e

Default Profile: |default-encryption » [#]

Authentication: mschap mschap1
[ lchap [ lpap
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PPTP Client
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PPP Server
PPP Client
PTP Server Binding

[ZmTU [Tx

R

PPTP Client

S5TP Server Binding
S5TP Client
L2TP Server Binding
L2TP Client
OVPN Server Binding
OVPN Client
PPPoE Server Binding
PPPoE Client

General |Disl Out Status  Traffic

Memory/479.4 MB CPUfi% W (5

Mame: |pptp-om1

Type: |PPTF Client

L2 MTU: |

Max MTU: 1450

Max MRU: [1450

MRRU: [1600

nunning
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PPTP Client Settings

Administrative Name

General | Digl Out | Status | Traffic

Mame: |pptp-out1

Tunnel Type

Type: |PPTP Client

Layer 2 Max Transmission
Unit
Max Packet size the client

can send without
fragmentation

» Max Receive Unit — Max the
client can receive without
fragmentation

L2 MTL:
Maze MTL: | 1450
Mz MREL: {1450
MRRLU: | 1600

» Multilink Maximum Received

enabled St Reconstructed Unit — Used
with MLPPP
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PPTP Client Settings

Inteface <pptp-out 1

General Dial Out | Status  Traffic

Connect To: |I5S5S

lser: |class

Password: |class

Praofile: |default-encryption

Keepalive Timeout: |60 Copy
Dial On Demand ¢ Remove
Add Default Route Tarch

1

| Default Route Distance:

Allcw:

v mschap? |+ mschapl
v| chap v| pap

enabled

Status: link establish. ..

IP address of server
Username
Password

Profile to be used

How long to keep the
connection alive before timing
out

When selected, the tunnel will
only establish when traffic is
generated — Do not use

Whether to add a default
route (all traffic goes through
tunnel) & distance

Authentication Methods
Allowed
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PPTP Client Settings

rteface <ppipoutl> ol » Status Tab provides
General Dial Qut Status |Trafﬁc : DK
st ik v e | = connection info
Last Link Up Time: |Jun/02/2015 11:24:12 | Aoply
Link Downs: |D | Dissble
Uptime: |D'D:D'D:'I-l | Comment
Encoding: | MPPE128 stateless | Copy
MTU: [1450 | | [_Femove
MRU: [1450 I

Local Address: | 192.168.50.255 |
Remote Address: |192.168.50.1 |

enabled running Status: connected
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PPTP Client Settings

Interface <pptpout 13 ) x| o . .
—— —— » Traffic Tab provide details
To/Rc Rate: |0 bps ' /|0bps | | | Cancsl on the traffic going
To/Foc Packet Rate: |0p/s | /|0p/s | Aoply
. = == through the tunnel
Tw/Rx Packets: |11 WE | —
/P Drops: |1 | 7|0 | -
Tw/Rx Emors: |0 | /|0 | Hmw
Torch
T Obps
R Obps

Il Tx Packet: Dp/s
Il Fx Packet: 0p/s

|enabled running

Status: connected
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PPTP LAB

» 1) Pair up with another student and decide who will be
the server and who will be the client

» 2) Connect an Ethernet cable between you and assign the
interfaces a /30 address (Remember to remove the
interfaces from any bridges or switch groups)

» 3) Connect your PPTP tunnel and verify that you can ping
both sides of the tunnel IP address

» 4) Switch roles and create a new tunnel.
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PPTP With RADIUS

Cacc Settings Dashboard

| Safe Mode | Session: 2222 =
i PPP
" Intefaces
=2 Bridge
#][= [ ]L [T i ONgiontAccouning
Name

R J‘G <P i [Service |CallerID |Local Address | Remote Address |Last Logged Ot
class - any defNgt-encr... Jun/02/2015 16:30:17
& P

7 MPLS
#2 Routing
i) System
Qﬁueues
[ Files
Log
. Radius
X Tools ¥
(] New Teminal

| J Make Supout rif
& Manual

New WinBax

B Bt

v v | |
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RADIUS Settings

Cacc Settings Dashboard

|Called ID |Domain [ Address
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RADIUS Settings

Mew Radius Server

_~» Which service is going to

General | Status
e talk to the RADIUS server
hiotspot wireless
s _—» Caller ID (Not usually
Called ID: =T required) - PPPoE -
Domin: v service name, PPTP -
Address: |127.0.0.1 Copy '< IP add 19TP
e server's IP address, -
]
» Reset Stat server's |IP address.
Authentication Port: (1812

Accourting Port: 1813 ™\» Windows Domain (Not
Timeout: |3000 ms .
usually required)

Accounting Backup
Realm: b

Src. Address: d

enabled
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RADIUS Settings

Mew Radius Server

» Address of RADIUS

General u=s
- oK ,/ Server (Use 127.0.0.1
Service: v ppp login Cancel / .
o s | == when Usermanager is
nep / running on the same
Called ID: v )ﬁab'e route I")
Diomain: hd /I:umment
Address: [127.0.0.1 / Copy J—/b Shared Secret With
Secret: 1234566 4 Remove RADIUS server
Reset Status
e | _» Standard RADIUS ports
Accounting Port: |1213 } H I t .tf
—— —— ow Ong O walt 1or a

Realm:
Src. Address:

enabled
22

Accounting Backup

w

w

reply before it times out.
Set to seconds, not
milliseconds

www.rickfreyconsulting.com



RADIUS Settings

Mew Radius Server

General | Status

Service:

Called 1D
Diomain:

Address:

Secret:

Authentication Port:
Accounting Port:

Timeaout:

Realm:
Src. Address:

enabled
23

v| ppp login
hotspot wireless
dhcp

127.0.0.1
1234566

1812
1813
3000

Accounting Backup

D15EIb|E-'

_f%v_)’
%mre /
I%set Eﬁus

)

» Whether or not this
— configuration is for a
backup RADIUS server

> Realm —also known as
user domain. Used by

some ISP’s RADIUS
servers

Ve Source address of packets
to be sent to the RADIUS
server. (Not usually used)
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RADIUS Settings

e — The Status Tab is where
perving: [0 — you can see if the service
Requess: [0 Aoy to be used is sending info
- e to the RADIUS server and
Resends: [0 — whether or not the

E:::“‘ : = RADIUS server is replying

Lost Request RTT: [0 —— to those requests

enabled
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Usermanager

'DMikmtikUserManagen Rox Wy
€ = C |[b2222/userman

MikroTik

Mikrotik User Manager

Default Login is admin
No password

Login| |

Password | |
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Userman Settings — Step 1

'D Mikrotik User Manager: 7. x % |
€& - C | [§2222/userman

MikroTik |EXCEEE

Mikrotik User Manager

Y
Routers ¥ Wme |V IP address

| % Shared secret |
- Per page [20] ¥
Sessions
Custmers : . The RADIUS server has
- Router details [%]
Paynents i to know which routers
Profiles Name: [Router |
= o s NAS Nodes) its talki
RepI:: IP address: 127001 ( O es Its ta‘ Ing to
: Shared secret: | 123456
0 A sessions
Time zone: | Parent time zone v
LA Disabled: [
Advanced search Authorization success
s || Authorization failure
Maintenance Log e\rents. Accounting success
Logout

Accounting failure

w Radius incomming

26
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Userman Settings — Step 2

' [ Mikrotik User Manager: P % x *
€ = C |[b2222/userman Q =

MikroTik J Profiles | Limitations |

Mikrotik User Manager

Profile:
= \ Create a New Profile that is

Create profile [x]

Lo going to be applied to the user

Payments Name{PPTP Users| |

Prte
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Userman Settings — Step 2 (Cont)

' [ Mikrotik User Manager: P % x *
€ = C |[b2222/userman Q =

MikroTik J Profiles | Limitations |

Mikrotik User Manager

Profile: | PPTP Users v+
Routers Name: |PPTP Users
Users Mame for users:

— Valay: 53 P Set the Validity

Starts: | Now v (1 LX)
Lo price: [0.00 - Set the Start to “Now
FOUEL Shared users: | not used v
otes | |[ Suepote | e ' Then Save the Profile
Settings Unlimited profile
Reports Add new limitati
0 A sessions
0 A users
Advanced search
Maintenance
Logout
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Userman Settings — Step 3

'DMikrotik User Manager: U x & | 0 =
€ = C |[b2222/userman Q =

MikroTik

Mikrotik User Manager

Add Generate

% Till time Y Total time left V Actual profile

Routers — I
_— (] class | [Not.se ; I
S— . User details I |Per page [20] ¥ |
Customers * Main
Username: |class
P; = ts Set the Userman & Password: |class /
aymen Disabled: [

— Password e Notice that the Actual

o~ Then Save the profile does not show up
Am::::::arch User |PPTP — at first

Maintenance

Logout
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Userman Settings — Step 4

' [ Mikrotik User Manager: & % W
€ = C |[b2222/userman o =

kkkkkkkkkkk
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Userman Settings

'DMikrotik User Manager: U x & | 0 =
€ = C |[b2222/userman Q =

MikroTik Add Edit Generate

Mikrotik User Manager

% Username ¥ Till time % Total time left
class 06/01/2016 17:032:05 52w23h59m37s

% Actual profile
PPTP Users

Routers

Users

Per page [20] ¥

Sessions

|

I
Customers | /L
Paymes Verify the user has the correct
profile

Profiles

Setlings
Reports

0 A sessions

0 Ausers

Advanced search

Maintenance

Logout
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PPTP Client Settings

Titem (1 selected)
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PPTP & RADIUS Lab

)

2)

33

With the same partner from the previous lab, recreate
your tunnels using RADIUS. Make sure your local
databases are clear of any secrets.

Switch roles and verify that both of you are able to
create the tunnel client and set up the server/ RADIUS
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Adding Dynamic Queues

» Dynamically created queues can be added by utilizing the
Limitations feature in the Usermanager Profile
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Adding Dynamic Queues

' [ Mikrotik User Manager: Fi %

¢>c

[ 2.2.2.2/userman

MikroTik

Mikrotik User Manager

rofiles | Limitations |

| m sawplans.pdf

35

Profile: | PPTP Users vI - |
Routers Name: |PPTP Users
Namf for users: profile part
Owner: admin y 4
pe— validity: 52w1d y4a Days:[¥ Sunday
Starts: | Now yanl Monday
s l Price: |0.00 / |
Paymentsff Shikred users: | not used y 4 v |
Profiles Savefbrofile | Remove profile | 7
Settings Unlimit! profile / Saturday
Reperts Add new fimitat i &0:00:00 H23:59.59 |
1 A sessions
——— Newimit | Cancel | Add |
Advanced search
Maintenance
Logout

Remember to
add the limit and
save the profile

www.rickfreyconsulting.com

y Limitation details

A Main
Name: |1MI1M |
Cwner: admin
A | imits
Download: |0B
Uplgy 0B
nsfer: 0B
Uptime:
A Rate limits:

Rate limit: Rx1m

M|

Burst rate: R

Burstthreshold: R

Bursttime: R

Min rate: R

===

Priority: | Mot specified

a Constraints

Group name:

IF pool:

Address list:

¥ Show all downloads...



Adding Dynamic Queues

S x
Sessions  Settings Dashboard

| S Mode | Session 2222 -

A Quick Set B
| Intefaces Simple: Queues | Interface Queues  Queue Tree  Queue Types
4 Bidge [#][=] [~][x] |00 Reset Counters || 00 Reset Al Counters |
=3 PPP # | |Name |Targe¢ ‘Upload Mazx: Limit |Dowr1|oad Mz Lim'rtlF‘acket Markcs Total Max Limit {bi...l hd
°12 Mesh 0D £ <pptpcl.. <pptpclass> 1048576 1048576
ESRT 2
<’ MPLS 2
22 Routing [+ Simple Queue <<pptp-clas:
5 System 2 General |Mvmced Statistics  Traffic  Total Total Statistics
® e ave: [ | <«\New Limitation Set by
Him B |
[ s o | | RADIUS
8o |
}E" Tools 2 Target Upload Target Download
] New Teminal Max Limit: | 1048576 | [1048576 | Torch
| = Make Supout rif —— Burst C I 1 h
& Manual Burst Limit ||.|n|im'rted | ||.|n|im'rted | Ie nt as to reco n n eCt
e i oot ' before it will be created
E e Burst Time: [0 | [o |
—¥- Time
|dyr13mic enabled
1item i1 selected) [0 R avened [0 nackets anened
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Dynamic Queue Lab

» Set a new limitation of | Meg up and | Med down and
test with the bandwidth test tool. Remember to test to IP
address of the tunnel and not the IP address of the
router.

» Swap roles and test the other direction.
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L2TP

38
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L2TP as Client VPN

Internet
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L2TP as Site to Site VPN

Home

Public:192.168.90.1/24
Local: 10.1.202.1/24

Laptop
10.1.202.2/24

40
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L2TP

» Published in 1999 as proposed standard

» A new version of this protocol, L2TPv3, appeared as
proposed standard in 2005. MikroTik
implements most of this standard. (L2TPv3 adds security.)

» UDP port 1701 is used only for link establishment, tunnel

traffic will use any available UDP port (which may or may
not be 1701)

This allows L2TP tunnels to traverse most firewalls

» L2TP can be used by some verisionso Microsoft
Windows, but is difficult to setup without IPSEC. Other
tunnels are recommends for this application.
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http://tools.ietf.org/html/rfc2661
http://tools.ietf.org/html/rfc3931

L2TP in MikroTik

» Functionally, an L2TP is identically to the PPTP tunnel;
exact same setup

» L2TP tunnels can be encrypted when both the server and
client are MikroTik routers.

There can be limited connectivity with other OSs, but the
results may be unpredictable.
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L2TP Lab

» Repeats the step of the PPTP lab with a L2TP connection.
» Leave the PPTP tunnel functional

» Take turns with your partner creating a L2 TP client and
connecting to the server through RADIUS.

» Hint:You are going to have to modify the User in
Usermanager for both tunnels to become active.
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L2TP Lab

+ |Service [Caller D [Encoding [ Uptime |
potp 4442 MPFE1Z28 stateless 19216850255  00:01:09
Zp 4442 MPPE128 stateless 19216850254  00:01:09

Queue List

Simple Queues |ktcho=ﬁ.|mﬁ|G.IMTlee|Gl.lmeTypﬁ|

EHEI .@ . . |oo Reset Courters ||00 Reset All Counters |

|Upload Max Limt | Download Max Limit|Packet Marks Total Max Limit {bi... |
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L2TP & IPSEC
» Starting with ROS 6.16

v| Enabisd there is a ‘|l button L2TP/
e MTU: L1450 Cancel IPSEC” server setup
Max MRL: (1450 Aoply . i
RAL. . » This preconfigures the
Keepalive Tmeout: |30 . L2TP server and IPSEC to
Default Profile: |default-encryption | % used a “Road Warrior”
Authentication configuration that is
v| pap v| chap . .
7 mschap 7| mechap? compatible with most
vendors
v| Lze |Pzec
|Psec Secret: |test 2 W|” WOI"k W|th RADIUS
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L2TP & IPSEC

Uptime{1d 12.57-10 Memory/472.8 MiB CPUJ0% [ Hide Passwords I (3

Ay Quick Set = |Psec Peer <0.0.0.0/0> m|E3|) 1Psec Proposal <defauit> O] x| =IE
i Interfaces IPsec Policy <:/0:0->:/0:0> [ml|E3 _ .
e = ! Address: [0.0.0.0/0 | | ok Name: ok
= [ Filin Port: [500 | - Auth. Algorithms —————————————— Find
= PPP Action: |enc1]|'pt "3 Cancel | [ T | | 2 | [ md5 shal
©.2 Mesh ot | I i eSS Remove | || [] sha256 [] sha512 d
s P P - e [ ooy | Auth. Method: |pre shared key | 7
= sable
' MPLS I IPsec Protocaols: |esp || ¥ | Passive ~ Encr. Agorthms
/" OpenFiow [ Tunnel . |[&g | ] rull [ des
2 Roting 3 SA Src. Address: [0.0.0.0 | Szt [ 3des aes-128 che Remove
& Syem + ||| saDst. Address: (0000 | [Jaes192cbc [ aes-266 cbe
opont: [t 5| [Remore [] blowfish [] twofish
® Queuss roposal: |defau [ camelia128  [] camelia-192
[ Files Priority: |D | [] camelia-256 [ ] aes-128ctr
= Log [] aes-192 ctr [[] aes-256 ctr
# Radius Palicy Template Group: |defau|t | [] aes-12Bgem [ aes-192gem
y{ Tools 3 |enabled |defau|t |Tamplate Exchange Mode: |main |2tp | [ ] aes256 gcm
s St it o T —
= K 1 tem (1 selected) - NAT T”""“"’; | | PFS Group:
L » 1 |auto 2
b VEErTn enabled [defaut
€ Manual Proposal Check: |obey |
l Bt Hash Algorithm: |sha1 |
Encryption Algorithm: |3des |

|a&s—123 |

|a&5—192 |

|aes—256 |

Mode Corfiguration: | |

DH Group: |modp1024 |

Generate Policy: |port strict |

1o . [1annnnnn 1

— |
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L2TP & IPSEC LAB

» Take turns with your partner creating a L2ZTP/IPSEC client
and connecting to the server through RADIUS.

Observe the L2TP interface and status

Observe the IPSEC settings that are dynamically created
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Tunnel Comparaison

Port can be Default Authentication Encryption Encryption Clients can Bridging or BCP
unnel InCeduced Layer (Ree changed MTU Protocols Protocols Level call home Supported
GRE Oct 1994 3 N/A No 1476 N/A N/A None No No
IPIP Oct 1996 3 N/A No 1500 N/A N/A None No No
VLAN 1998 2 N/A No 1500 N/A N/A None N/A Yes

:c[;r;e None
DES, 3DES, AES, None, 64bits, 128bit,
IPSEC Nov 1998 3 UDP 500 Yes N/A SHAI Blowfish, Twofish, 192bit, 256bit Yes No
SHA256 c i
SHAS 12 ametia
PAP None
CHAP . None or
PPPoE Feb 1999 2 N/A N/A 1480 MSCHAP vi EEEE 7(2):;::t 40bit or 128bit N/A Yes
MSCHAP v2 '
A None
CHAP 5 None or
PPtP July 1999 3 TCP 1723 No 1450 MSCHAP vi Eggg ng:t 40bit or 128bit Yes Yes
MSCHAP v2 '
PAP None
CHAP 5 None or
L2TP Aug 1999 3 UDP 1701 No 1450 MSCHAP vI Eggg ‘:gglt:t 40bit or 128bit Yes Yes
MSCHAP v2 '
None
None Blowfish 128 None
OVPN May 2001 3 TCP 1194 Yes 1500 MD5 AES 128 128bit, 192bit, or Yes Yes
SHAI AES 192 256bit
AES 256
EOIP Sept 2002 3 N/A No 1500 N/A N/A None No Yes
PAP .
CHAP M;;E 40bit None or
SSTP Jan 2007 3 TCP 443 Yes 1500 MSCHAP vl ! R 40bit or 128bit Yes Yes
MPPE 128bit .
MSCHAP v2 TLS 1.0 or 256bit
TLS 1.0 .
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Tunnel Comparaison of Loss

Tunnel :‘::::m dth Wi ith Tunnel % of Loss
GRE 691M RX |95M RX 71.80%
IPIP 691M RX 204M RX 70.50%
VLAN 691M RX 582M RX 15.80%
IPSEC 691M RX 667M RX 3.50%
PPPoE 691M RX 94M RX 86.40%
PPtP 691M RX 6IM RX 91.20%
L2TP 691M RX 59M RX 91.50%
OVPN 691M RX 29M RX 95.90%
EOIP 691M RX I90M RX 72.50%
SSTP 691M RX 29M RX 95.80%
49 www.rickfreyconsulting.com




End of Module
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