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Background

20+ years in IT & Communication Industries

* 10 years in the US Navy

Designed and implemented a wide array of networks all of the world

Introduced to the MikroTik product line in 2008

Areas of Focus:
* Wireless services integration
* ISP Solutions

(il Certifications
, * Certified —-MTCNA, MTCRE, MTCTCE, MTCWE, MTCT
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IP ArchiTechs Managed Services

The first Carrier-Grade 24/7/365 MikroTik TAC (Technical Assistance Center)

* Three tiers of engineering support

* Monthly and on-demand pricing available
* 1-855-MIKRO-TIK or www.iparchitechs.com

Air MPLS - Private Nationwide 4G LTE MPLS backbone

* Partnership with Verizon Wireless - available anywhere in the Verizon service area

* Not Internet facing — privately routed over our MPLS infrastructure
* Point-to-Point or Point-to-MultiPoint

Proactive Monitoring / Ticketing / Change Control / IPAM

Carrier-Grade Network Engineering / Design in large (10,000+ nodes) environments



Objectives

* Introduce GNS3

* Introduce Virtual Box
 Explain how use MikroTik with GNS3
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GNS3

 Graphical Network Simulator

* Combines other open source platforms to visually and cohesively
simulate network environments
* Dynamips —Cisco I0S emulator
* VirtualBox — Runs RouterOS and other x86 software

* Qemu — Machine Emulator to run Cisco ASA, PIX, and IPS

Consulting MikroTik Training Network Monitoring Design &Engineering Quality of Service Firewalls




Why Use GNS3

* Training — Almost as realistic as building a mock network with real
equipment

* Most cost effective tool for teaching networking available

* Network Validation — Allows you test network designs and changes
before they are applied to a production network

* Reduces downtime

* |ncreases ROI

* Network Design Collaboration
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GNS3

* First released in Sept of 2007 asVo.3
* Current stable version is GNS3V0.8.7

* Beta Version is GNS3V1.0 Beta 2
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Virtual Box

GNS3 uses Virtual Box to run MikroTik’s RouterOS and other x86
compatible software
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E preview

Oracle VM VirtualBox Manager
Router #3

(0) 4

General

Intro to Using Virtual

* Currently owned by Oracle
* Virtualization Software
* Canrun any x86, Intel64, —
AMDG64 Software I
Quality of Service Firewalls
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Intro to Using Virtual Box

3 Oracle VM VirtualBox Manager

File Machine Help

P, L

et 8 P

MNew Settings Start D
&> New group 2 @, General

Internet (Linked Base for Router0S 6.7_1 and Router0S 6.7_4) Name: Router #3 )
(@) Powered Off Operating System:  Windows XP (32 bit)

II‘ System

Base Memory: 192 MB
Boot Order: Floppy, CD/OVD, Hard Disk
Acceleration:  VT-x/AMD-V, Mested Paging

Gateway_Router {(Gateway_Router)
(@) Powered Off

Tower_Router_1 (Tower_Router_1)
(@) Powered Off

CPE
(@) Powered Off
@ Display

Video Memory: 16 MB
Remote Desktop Server:  Disabled
Video Capture: Disabled

Customer_Router
(@) Powered Off

BGP_1 (Simple eBGP & IBGP for ISPs Lab Example - BGP-1 Final)
(@) Powered Off
@ Storage

Controller: IDE
IDE Primary Master: RouterQs 5.26_1.vdi (Mormal, 10.00 GB)
IDE Secondary Master:  [CD/DVD] Empty

BGP_2 (Simple eBGP & IBGP for ISPs Lab Example - BGP-2 Final)
(@) Powered Off

BGP_2_1
(@) Powered Off {7 Audio
Host Driver:  Windows DirectSound

Router #1 (Snapshot 1) Controller:  ICH ACS7

(@) Powered Off

= Network
VLAN_15_ Host
@ Powered Off Adapter 1: PCnet-FAST III (Host-only Adapter, 'VirtualBox Host-Only Ethernet Adapter #27)

VLAN_16_Host
(@) Powered OFf
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Installing RouterOS to Virtual Box

QOracle VM VirtualBox Manager

* Start by Selecting Machine ->
New

* Follow the Wizard G

* Default Settings will be

adequate for most people

Consulting MikroTik Training Network Monitoring Design &Engineering Quality of Service Firewalls




* Give your VM the same name
you will want it to have in GNS3

* You can also change the name
latter

¥ 5
to identify this machine.

Mame: |Router &
Type: |Linux

Version: | Debian (64 bit)

/'.‘; ) P Hide Description
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Installing RouterOS to Virtual Box

* Default Memory size is ;12MB

Create Virtual Machine

* The recommended “"Green” &
"Red"” portions are based upon

e o e e A 1 megatytes o be the amount of memory

The recommended memery sze s 51218, installed on the physical

machine

Memory size

6144 MB
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* Select virtual hard drive now e

Hard drive

If you need a more comp
step and make the changes
machine is created,

The recommended size of the hard drive is 8.00 GB.

() Do not add a virtual hard drive
® Create a virtual hard drive now
-Z:::Z- LIse an existing virtual hard drive file
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VDI —VB'’s Native format

* The correct choice 9% of the time

VMDK —Used by products like
VM Ware

VHD - Used by Microsoft
Products

HDD - Used by Parallels
QED —Used by Qemu
QCOW —Used by Qemu

(Virtual Machine Disk)

virtual Hard Disk)

Hide Description Mext
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Installing RouterOS to Virtual Box

* Dynamically Allocated — Saves
: . . space on your physical machine
Storage on physical hard drive and |S the beSt Ch0|ce for most

Please choose whether the new virtual hard drive file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed C a S e S

A dynamically allocated hard drive file will only use space on your physical
hard drive as it fills up {up to a maximum ficed size), although it will not shrink P FiX e d S iz e _ X S i Z e H D O n t h e

again automatically when space onitis freed.

; J.:.E:a:stelzﬁ.l:-:ir_:lg nI:Iri'-.-'E file may take longer to create on some systems but is V M Wi | | = X S ize S p a C e U Se d O n
the physical machine
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* Set HD limit to something
reasonable

File location and size

Flease type the name of the new virtual hard drive file into the box below or
dick on the folder icon to select a different folder to create the file in.

Router A
Select the size of the virtual hard drive in megabytes. This size is the limit on
the amount of file data that a virtual machine will be able to store on the hard
drive,

3.00 GB

4.00 MBE

Cancel
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Oracle VM VirtualBox Manager

File Machine Help

ttings

New group 2 |'::|. General I@, Preview

[ Shared folders

Mone
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Installing RouterOS to Virtual Box

Router A [Powered Off] - Oracle VM VirtualBox

e Select the ISO for RotuerOS

* Installation will identical to
T using a CD on an x86 machine

lease select a virtual optical disk file or a physical optical
itaining a disk to start your new virtual machine

s0 (19.97 MB)

[#] right cirl
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Installing RouterOS to Virtual Box

[Running] - Oracle VM VirtualBox ° S e | e Cte d D e SI re d P a C ka g e S

Welcome to MikroTik Router Software installation

ove around menu using ‘p’ and 'n’ or arrow keys, select with 'spacebar”’. ° F) \\III . |I
Select all with "a’, minimum with 'm’. Press "i’ to install locally or "q’ to reSS to InSta

ancel and reboot.

[X]1 system [X]1 ipub [X]1 routing

[X1 ppp [ 1 isdn [X] security

[X]1 dhcp [ 1 kum [ 1 ups

[X] advanced-tools [ 1 1lcd
[X] calea [X]1 mpls [ 1 wireless

[ 1 gps [X] multicast [ 1 wireless-fp
[X]1 hotspot [X]1 ntp

ser-manager (depends on system):
Router0S User Manager Test package

[#] Right Cirl
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Installing RouterOS to Virtual Box

Router A [Running] - Oracle VM VirtualBox

~ « Remove the installation media
 Ee = I by selecting Devices -> CD/DVD
Devices & Un-checking the ISO

Select all

S - Rcboot the VM

[ 1 wireless—fp

=ystem (depends on nothing):
Main package with basic services and drivers

& =P ] v {0 | & (3] rightcal



Accessing the Virtual Router for the 15t Time

Stop the VM

Right Click and chose Settings

Select Network

Change "Attached to” to
Bridged Adapter

This will Bridge the VM's
adapter to your physical

b i adapter — Allows Internet
G access, Winbox, and Webfig
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Notes about Licensing

* The best time to apply the apply the license would immediately after
installation
* For training and evaluation purposes, MikroTik offer a 24 Hr License

* This allows for full functionality for 24 hours of use (not from 8am Mon to 8am
Tue)

* You can build up complicated virtual networks using the Demo License
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Stop! Take a Snapshot!

* Snapshot save everything in
there current state

* Save Earlier. Save Often

‘\‘sg
“:‘. l*"
B . .

RN N
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General [VirtubiBox
J rt U EJ J B O//_ 6 U 9 St as VirtualBox Guest

Qemu VirfualBox Guest Settings
VirtualBox Identifier name: Router A

VM List: Router A

MNumber of NICs: 7

NIC model: automatic

Reserve first NIC for VirtualBox MAT to host OS
Enable console support

[] Enable console server (for remote access)

[[] start in headless mode (without GUT)

Show Advanced Options

[] Enable GuestContral (experimental)
GuestControl User:

GuestControl Password:

Save Delete Refresh VM List

VirtualBox Virtual Machines

MName Virtual Machine Name
Customer_Router Customer_Router
Gateway_Router Gateway_Router
Internet Internet
RouterQS MNew Router2
OpenWRT OpenWRT
Tower_Router_1 Tower_Router_1
WVLAMN_15_Host VLAMN_15_Host
WVLAMN_16_Host VLAMN_16_Host
WindowsXP WindowsXP
ZTelco_CPE ITelco_CPE
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GNS3 Project - test

View Contrel Device Annotate Tools Help

CAVE P ESY CaNeo B

&2 X

Router_A

=i

‘\‘fouter_c
N
[‘:n

5:23 PM

 Dekop . H 0% O
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Configuring GNS3

R P — _ . A = GNS3 Project - test
£ BGP_2 (Simple eBGP & IBGP for ISPs Lab Example - BGP-2 Final.. —

M ikroTik 6.11 n . . L \ﬁ

ikroTik Login: _

Router_C

el_ [i_h.

i

el

BoseiaD @

MikroTik 6.11 Router_B

QiiikroTik Login: [ ] /
el
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The Nuts & Bolts of Networking the VMs

* VB has limit of 8 network interfaces (GNS3 may reserve one)
* InVB, only 4 NICs can be configured in the Network Settings

* The other 4 can only be configured from the command line (GNS3
handles this for you...mostly)

* VB has limited support for "Jumbo Frames” (>1500 bytes)

* Have a plan ahead of time for which NICs will need to access
resources outside of GNS3 such as the Internet, other vendors' VMs,
or real network resources
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MNew group 2

@

Internet (Link

Customer_Router
@ P off

VLAN_15_Host
@) P lid

VLAN_16_Host
@ P ff

Router #2

king Modes

Oracle VM VirtualB: anager

= Preview

Router A - Settings
Network

Adapter 1 Adapter 2 Adap Adapter 4

Router A

Audi
Network s itroller

) Serial Ports

Shared Fc

& Network

[l Shared folders
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VB NIC Networking Modes

Not attached — Not needed when using GNS3

NAT — Deceptive... Should not be used due to high limitations such as ICMP failure,
no support for GRE, unreliable UDP broadcasts, etc.

NAT Network —Similar to a home router, same limitations

Internal Networking — Creates a sudo interface, should be avoided

Generic — Used in the background by GNS3, should not be selected by user
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Reserving the 15 NIC Inside GNS3

CZRICD Drainct  +act

Router_C
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General
Dynamips
Capture
Qemu

VirtualBox Router A

Router A
7

automatic
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Reserving the 15t NIC Inside GNS3

PROS CONS

* Reserving the 15t NIC allows you  * Without it, the NICs stay in the

to easily manage the settings virtual environment
forNIC1inVB _ _ _
* Without it, you can console into
* The use of PUTTY or similar tool the VM natively from GNS3
can still be used as long as _ o
Layer 3 connectivity exsists ° Eﬁgrl in ROS = Ether”o”in
3

* Ether1in ROS = Ether1in GNS3
* Not as favorable for all other

* Good choice for Gateways nodes
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Using Host Only Adapters

* Only necessary if you want to have Layer 3 access to nodes which
are not bridged onto a real network

* Not needed if you are comfortable with the CLI

* Can be used to access the virtual router with Winbox, PuTTy, or
Webfig

* Configured inVB

* Can be used to put to two or more NICs on the same broadcast
domain

 Can be a little time consuming to setup
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* Configures a Virtual Ethernet
Adapter on the host PC

* If its disabled on the PC, it will Virtualox - Settings
not show up in VB again S cenenl | | network
Input
=i MAT Metworks Host-only Metworks
. . & Update - - Ol dapter £2
* If everything seems right, but @ Lon9uage | |\irtuntbon Hodk Ol Ethemet Adupter #10

VirtualBox Host-Only Ethernet Adapter #11

its still not working, reboot the e
PC Extensions &
Proxy
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Limitations of GNS3

* Can only virtualize wired connections

Limited and weak support of switching

It only performs well on hardware designed for VMs

Limited support

VM environments are not 100% identical to the real environment
* Focus on the network methodology, don’t expect it to be 100% perfect

* Take the time to understand why there is a difference
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Conclusion

* GNS3 can compliment most network environments and provide
valuable insight before a network change
* GNS3 can be the single best platform for training
* Portable
* Scalable
* Can be shared with others

* Lots of resources available for becoming proficient with both GNS3 &
VirtulBox
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Questions?

Consulting MikroTik Training Network Monitoring Design &Engineering Quality of Service Firewalls




